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Abstract

Thisshortnotedescribeshe useof LDAP in the Globusmetacomputingoolkit. It answerghreequestionsWhat
is LDAP?Whereis it used?andWhy is it usedin the Globus metacomputingoolkit? Note: Many of the links might
have changed since the availability of this document.
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1 Short Intr oduction to Dir ectory Sewicesand LDAP

To describethe role of LDAP in the Globus metacomputingoolkit, we mustfirst definethe necessary
terminology It is importantto understandvhata directory, adirectory service, andLDAP are.

Directory: Directoriesareusedo storeandretrieveinformation. Thus,directoriesaresimilarto databases.
Specialcharacteristicef directoriesncludefollowing:
¢ Directoriesaredesignedor readingmorethanfor writing.
o Directoriesoffer a staticview of thedata.
e Updatedn directoriesaresimplewithout transactions.
Dir ectory Sewvice: A DirectoryServiceprovidesadirectorythatcanbeaccessedia anetwork protocol.
Often, directoryservicesncludemechanismsor replicationanddatadistribution.

An exampleof a directory serviceis Domain Name System(DNS), which resohesthe namesof
computergo appropriateaddressesProgramausingthis servicearecountlessfor example,finger
andmail.

LDAP: Theabbraiation LDAP standsor lightweight directory access protocol. LDAP definesa stan-
darddirectoryprotocolthatincludesthefollowing features:

¢ A network protocolfor accessingnformationin thedirectory
¢ An informationmodeldefiningthe form andcharacteof theinformation.
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¢ A namespacdefininghow informationis referencedandorganized.

¢ An emeqging distributedoperationmodeldefininghow datamay be distributedandreferenced
(LDAP version3).

e An extensibleprotocol.
e An extensibleinformationmodel.

The information modeland namespacare basedon entries. An entry is usedto storeattributes.
An attribute hasanassociatedype andcanhave oneor morevalues.Eachentryin the namespace
hasa distinguishechamethat allows easyidentification. The accesf the datain an LDAP-based
directoryis accomplishedby usingthefollowing:

baseDN: whichindicatesvherein the hierarchyto begin thesearch.
filter: which specifiesattribute types,assertiorvalues,andmatchingcriteria.
scope: whichindicateshow mary levelsof thedirectorytreearesearchedrelative to thebaseDN.

LDAP is a vendor andplatform-independentpen,network protocol standard.Hence,it canbe ported
transparentlyacrossa highly heterogeneousetwork, asrequiredin metacomputingystems.Moreover,
it is possibleto write gatavaysbetweenLDAP andotherprotocolsor systemswhich resultin a highly
accessiblalirectoryservice.Currentgatavaysinclude

LDAP to X.500andX.500to LDAP,

HTTPto LDAP,

WHOIS++to LDAP,

FINGERto LDAP,

Emailto LDAP,

ODBCto LDAP (in progress)and

MDS to LDAP (seeSection2).

Beneficialfor widespreadiseis the factthat LDAP-basedlirectorysupportsary type of data. Further
more,the LDAP protocolsupportsrariousformsof strongsecurity(authenticationprivacy, andintegrity)
technology

2 Directory Sewice for a Metacomputing Infrastructur e

For the implementationof a networked supercomputingrvironmentor a metacomputerinformation
aboutthe hardware,software,andstatusof the systemhasto be stored. This informationcanbe usedto
implementa resource-aareinfrastructureor metasystem.

Theinformationserviceassociatedvith a metacomputingervironmentmusthave the functionality of a
white pages directory and yellow pages directory. Their functionality is bestdescribedwith a simple
example:

White Pages: look up the IP number amountof memory and so forth, associatedvith a particular
machine.

Yellow Pages: List all thecomputersf a particularclassor with a particularproperty

LDAP is usedin the Globus metacomputingoolkit for taskswhereyellow- andwhite-pageservicesare

neededTheseservicesareenabledhroughthedirectoryserviceassociateavith the Globusmetacomput-

ing. Thedirectoryserviceis namedMVetacomputing Directory Service, or MDS. Currently MDS answers
guestionselatedto computeresourcegndnetwork resources.

Theuseof LDAP in MDS is dividedinto threecatayories:

1. Initialization: usinganinformationschemahatdescribesheattributesassociateavith the different
entryclasses.
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2. Population: aframeawork to populatethe directorywith information.
3. Querying: aframework to requesinformationfrom the directoryservice.

Next, we describeheusageof LDAP for eachof thesecateyories.

Initialization

Part of the MDS is a specializedsetof objectdefinitions. The objectscontainattributesthatare specif-
ically usefulfor network computingervironments.We have designeda namingschemethatallows one
to specify the propertiesnot only of computergcomputeresources)but also of the networks and the
connectionbetweercomputeresourcesTools areprovidedthatmake definingandmodifying the infor-
mationdescriptiorschemeaossible Thecurrentobjectmodelis availablethroughthe World Wide Webat
htt p: // ww. gl obus. or g. Thenamingschemasdescribedn ht t p: / / ww. gl obus. or g/ nds
underthe subjectobject.

Population

The populationof the MDS is basedon a set of simple UNIX shell scripts. Theseshell scriptsare
modularandareexecutedwith thefamiliar pipelineconcept.For eachobjectthatis definedby the object
model,a UNIX scriptis availableto populatethe objectwith information. This modularapproachs
importantto granteasyportability betweerplatforms. After gatheringtheinformationwith thesescripts,
theinformationassociatedvith two objectsis storedasentriesin MDS. Updateso the MDS shouldbe
generallydonevia the mds-update script.

Querying
Obtaininginformationfrom the MDS is definedvia the LDAP protocolstandard.
Sincethe MDS is basedn LDAP, it is possibleto usea variety of applicationinterfacesto communicate

with the actualLDAP sener. This software independencés one of the importantfeaturesthat make
LDAP anidealcandidatdor a very diversecomputeervironmentasusedin Globus.

Thus,queryingandupdatinginformationareeasywhile choosinghedesiredAPI for interfacingwith the
LDAP sener.

2.4 Application Interfaces

The cateyoriesof LDAP enableoneto usethe applicationinterfacemostappropriateo inter-
facewith the MDS andits LDAP sener. Interfacingcanbe donevia LDAP callsdirectly or
via sometoolsasprovidedin the MDS.

Theapplicationinterfacesavailableto accesshe MDS directly areavailablein
sh: shellscriptsfrom the University of MichiganandNetscape.
Perl:

perldap:
perldap-0.02.tagz
LDAP Perl: is aLDAP PERL packagé from netscape.

Net::LD APapi:

Ihtt p: // www. wu- wi en. ac. at / ft p/ pub/ | dap/ per | dap/ per| dap- 0. 02.tar. gz
2htt p: // hel p. net scape. com kb/ server/970205-21. ht m



Net::LDAPapi is a perl5 modulea descriptiod and a readmé file, aswell asthe
source(Net-LDAPapi-1_21_tagz’)canbefoundin PerlOasi§

Java: JasaAPIs areavailablefrom NetscapendSun. Sunprovidesthe JINDI” classthatwill
be partof thenext Javarelease.

C: A C API canbefoundat Universityof Michigarf andNetscape.

Becausef the high availability of the API in diversecomputedanguagespnecanchoosehe

API andlanguageamostappropriatdor theproblemto besolved. MoreinformationaboutAPIs
canbefoundin FAQ®.

3 Globus ComponentsThat UseLDAP/MDS

We list thecomponentsf GlobusthatuseLDAP currently

MDS:

Fromthe precedingsectionit is clearthatthe MDS is basedon LDAP. Neverthelessthe designof
MDS makesit possibleto useotherdatabasesr directoryservicedo provide the samefunctionality
ascurrentlyprovidedvia LDAP. MDS hassupportroutinesfor initializing, updating,andquerying
the LDAP sener, makingit a specializedlirectorysener.

Theinitialization andupdatefunctionsarewoveninto someGlobustoolkit componentsn orderto
simplify maintenancandusageof the heterogeneouSlobustestbed An exampleof the useof the
MDS canbefoundatht t p: / / www. gl obus. or g/ gust ot est bed.

Information Browsers: To monitor the statusof the testbed(GUSTO), several tools have beendevel-
oped. Thesetools are availableat ht t p: / / www. gl obus. or g/ gust ot est bed. The tools
includethefollowing:

e Currentversionsof the softwaredeployedon the GUSTO testbed?
¢ Objectclassedbeingusedby the MDS!?

e MDS contentsorowserfor the (alphaj?
and(beta}® testbed.

e Thecurrentstatusof Globusresourcenanagersnstalledon thetestbed*
¢ An interactie graphicaldisplayof GUSTO status®
e Currentstatusof GUSTO regressiortestd®
Configuring Globus: During the configurationof Globusthe site hasto registerwith Globus. This pro-

cessincludesthe populationof the MDS with the computeandnetwork resourcest the site. The
informationis gatherechutomaticallyby the MDS.

GRAM: GRAM reliesheaily ontheinformationstoredin the MDS. Specialattributesareincludedin
theMDS thatdescribehe contactpointsof the gateleeper GRAM allows the uniform specification
of ajob requesandthe submissiorof thejob to theunderlyingschedule(LSF ...).

Shttp: //ww. oasi s. | eo. org/ perl/exts/infosys/ X 500/ Net - LDAPapi . dsc. ht ni

4http: // ww. oasi s. | eo. or g/ cgi - bi n/ | eo- peek/ per |/ exts/infosys/ X. 500/ Net - LDAPapi -
1 21 tar.gz/LDAPapi - 1. 21/ READVE

Sttp://ftp.informatik.uni-nmuenchen. de/ pub/ conp/ progranmi ng/ | anguages/ scri pt/ perl/oasi s/ exts/infosys/ X. 500/ Net -
LDAPapi -1_21 tar.gz

Shttp://www. oasi s. | eo. org/ perl/exts/infosys/ X 500/ 00-index. htm

"http://java. sun. cont product s/ j ndi

8htt p: // www. um ch. edu/ ~r sug/ | dap

Shttp://ww. critical -angl e. com | dapwor | d/ | dapf aq. ht m

Ont t p: / / wwaw. gl obus. org/ cgi / sw {i}nstall ed. cgi

Uhtt p: // wwv. gl obus. or g/ mds/ OCBr owser / gl obus_{ o} bj ect_{d}efs. htm

ntt p: // www. gl obus. or g/ cgi / ndsl evel . cgi ?base: 0=G obus, c=US; port: 389

Bt t p: / / www. gl obus. or g/ cgi / mdsl evel . cgi ?base: 0=G obus, ¢=US; port : 390

ht t p: / / www. gl obus. or g/ cgi / gust o_{ s}t atus. cgi

15ht t p: / / www. gl obus. or g/ gust o/ A obusVi ew. ht mi

16ht t p: / / www. nts. anl . gov/ bester/ cgi-bin/mul titest {s}tatus. cgi



DUROC: DUROC assumeshatthe informationabouthosts,contactstrings,and otherinformationin
theMDS areproperlyavailableuponinitialization. The GRSis anexampleon how to dothis.

GRS: The GeneralResourceSelectoris a graphicaltool to designa resourcedescriptionqueryfor a
particularapplication. Basedon the information storedin the MDS, a high-level representation
of the applicationandits requirementgor the metacomputingnfrastructureare formulatedand
submittedvia GRUB requests.

topologyd: Topologydis atool thatmonitorsandpredictsthe statusof the network connectinghe com-
puteresourcesn a metacomputingnfrastructure.The informationis forwardedto the MDS. The
statusof thetopologydcanbe accessia aWWW pagé’.

Nexus: At presentNexususesa databasdasedoninformationfrom the MDS. In thefuture, Nexuswill
directly communicatevith the MDS.

MPI: The MPI versionof Nexus hasthe samerequirementsas CC++. Hostnamesrelooked up from
the MDS.

C++: Theportof C++basednNexusneedgo know theso-calleccontactpointto communicatdetween
hostnamesC++ useghehostnamén orderto look up thecontactpointthatis storedin theMDS. In
this way eachC++ programautomaticallyconfiguredtself, andsomeof the detailsof usingGlobus
arehiddenfrom the applicationuser C++ usesthe Nexus communicatioribrary for interprocess
communicationMoreinformationaboutC++canbefoundatht t p: / / gl obus. i si s. edu/ ccpp.

HBM: TheHeartBeaMonitor is usedto monitorthe statusof the computeresourceén thetestbed We
point out, thatthe HBM doesnot usethe MDS. The intentionis to minimize the dependeng on
other Globus toolkit componentswe believe thatthe HBM shouldbe independent.The statusof
theHBM canbeaccessedliaa WWW pagé?.

4 Conclusion

Many component®f the Globusmetacomputingoolkit make useof MDS, andwe anticipatethatthisuse
of MDS will increase Experimentsareunderway to explore differentdistributedLDAP seners. While
it is possibleto implementthe functionality of MDS by usingtechnologie®therthanLDAP, we feel that
LDAP is a goodfit and,with increasingacceptancef the Internetcommunity a state-of-theart choice.
Thehigh availability of applicationinterfacesn differentlanguagesnakesit possibleto integrateLDAP
queriesinto thetoolkit componentandapplicationprograms.
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